Monitor your Information System (IS)

With LoriotPro, you possess a tool with the power of a control tower for
monitoring your computing resources that guarantees availability and
performance to your users.

——

Your computing resources, data and applications, servers, workstations,
switches and network routers all constitute your IS’s infrastructure and
can be supervised thanks to the management protocol SNMP, the
Internet standard. LoriotPro takes advantage of this protocol in its
smallest details to help you be effective and accurate in your daily
supervising tasks. LoriotPro does not stop there; it extends its control by
using various protocols such as ICMP and HTTP for WEB server
monitoring, for example.
Monitoring is made possible thanks to an optimized use of the
Windows® graphical interface as well as Internet browsers. The direct
display of your computing resources and of their performance status in
the form of color-coded icons and alert messages draws your attention
to any fault situations.
Among the possible display modes are:
. Topological display in geographical maps or state diagrams
Hierarchical tree display organized entirely by you
Filtered display of your most sensitive and critical resources
Filtering and display in a list form of events informing you of
changes in state

Administer your network resources

Monitoring without administration cannot guarantee the responsiveness
you need to maintain a system in production mode.
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LoriotPro facilitates this task by enabling the administrator to act on the
changeable parts of the resources he handles. Most hardware is
configured and maintained either by direct access or by remote access
in Telnet and WEB modes. However, many configuration changes can
be made directly using SNMP and its SET command.

This possibility, which at first glance seems to bring no added value with
respect to standard configuration methods, takes on a whole new
dimension in LoriotPro. LoriotPro’s Script functions let you chain
requests and thus automate many repetitive and tedious tasks. You
can, for example, send multiple successive SNMP requests to a switch
and retrieve a list of all active ports, gather a list of devices running the
same Operating System or version, etc.

Dynamic directory of your IS resources

The complexity of an Information System and/or network administrator’s
work is directly related to the number of resources he has to maintain.
Furthermore, in the past few years intentional failures (hackers and
human error) have been added to the hardware and software failures
that administrators must deal with. Given the number of possible flags
or indicators to monitor, the administrator must have an optimized
graphical interface in which the organization and display of resources
are shown in a comprehensive overview. LoriotPro has a hierarchical
tree display for all your resources.

This directory, completely under your control, allows you to file all your
computing resources using a logical organization that is the best one
adapted to your activities and your internal organization. It also allows
you to delegate the monitoring of part of your resources to third parties
without revealing your entire information system and your tree
organization. This tree is your workspace for configuring your
resources. If you decide, for example, to set up a particular monitoring
flag such as the volume of exchanges of a network interface on one of
your servers, it is in the tree on the server to be monitored that you
assign a task responsible for that monitoring. Seconds after you set up
the flag, you can display it in a graphic.

Finding a particular resource object, a workstation for example, among
hundreds of workstations that make up your information system could
quickly become a difficult task. With a multi-criteria search engine
LoriotPro pinpoints and moves you to the object in the directory you
wanted to find.

Criteria can be technical (the IP address of the host) but also
organizational (the room and plug number where your PC is
connected).
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Routers receive special treatment in LoriotPro. Because of their function
as nodes, they are generally treated as critical resources. A dedicated
tree is reserved for them so you can quickly and easily identify all faults
that affect them. Furthermore, the number of flags available for routers
and that LoriotPro can handle puts routers at the head of the list of
entities to monitor and manage. LoriotPro will help you efficiently take
advantage of the many statistics about the state of the traffic in your IS,
statistics that most routers provide through the many objects of their
Management Information Base (MIB).

Network map, device view and more...

Active View concept is a new way of graphically representing
Information System resources. LUTEUS has designed Active View for
a greater management control throughout a new visual user friendly
interface. Active View is the ideal solution for network mapping, network
drawing, network diagram, IP map, symbolic view, network view, device
view, network topology map and infrastructure map.

Active View contains graphical objects with dynamic aspect that you
can define.

With Active View, it is now possible to draw any entity of the real world
in a graphical view and give them life. What is an entity in Active View?
It is simply anything you want, like a country Map, a Building, an office,
a house, equipment, a server, a text, a gauge... How you give object life
? Life comes with the dynamic modification of their representation
simply by coloring them. You set the dynamic behavior for each object
entity on multiple preset conditions.

The Active View user interface allows you to create views with a set of
design tools and images.

After having arranged the object in your view you could decide to
control for each object how their dynamic aspect will change according
to conditions. To control the dynamic aspect (color or text) of an
object, you could make request on SNMP objects of any SNMP aware
host located in your network, set testing conditions on returned values
and generate an event in the event log. To control object aspect, you
could also use the current availability status of the LoriotPro Directory
object, the counters of events, event filters and trap filters. What a nice
feature to display a red light on a graphical representation of RAID disk
drives when receiving a disk failure snmp trap from the controller.

At least if you have a LoriotPro Extended Edition you can use the
embedded LUA script language to control the aspect of your graphical
objects. Active View and scripting provide a powerful graphical
management interface. As example you can display moving vehicles on
a map. Each vehicle object run a scrip that collects with SNMP requests
the current GPS coordinates and dynamically locate the vehicle on the
map.

The mouse double click action on an Active View graphical object is
settable. Contextual menu could also be defined for each object of the
view. With these options, it is simple to call from the view a Plug-In,
another Active View, start a Telnet or Web session, open an URL link,
locate an object, generate a report, launch a script, etc...
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Active Views are directly managed from the LoriotPro directory. They
are considered as leaf object in the directory tree. Active View
Templates, a visual representation of a type of device like a router or a
PC, could be created and associated to multiple hosts of the same type
in the directory tree.

In a simplest way, the advanced program « active View Box » could do
it for you in one click. This LoriotPro Plug-in creates a physical view of
any device automatically. The example below shows two devices and
their visual representation.

A library of images of the common manipulated object is provided. You
will find in the clipart object, connector object, various symbols for host
object, router and switch object, geographical maps, implantation,
buildings, Towns, room, campus ...You can extend this library
indefinitely with your own clipart because Active View uses the standard
format WMF and EMF (Metafile de Microsoft).

Trend and real time load graphs

One of the most important tasks in network management is the
measurement of the load. LoriotPro provides many type of load graph
either in real time or in tendency. You can graph almost all SNMP
objects like network interface traffic, CPU usage, disk usage, printer
gueue usage, E-mail queue usage, WEB traffic etc...

The trend graphs are based on the MRTG concept. When discovering
the network LoriotPro automatically identify routers and add load graphs
to all their network interfaces. You can also create your own graphs
with Trend View ( MRTG Front End for Windows) Plug-in. Trend view
displays by default any set of 2 SNMP values in a daily graph ( trend of
the last 24 hours, sampling interval is 5 mn) a weekly graph (trend of
the last week, sampling interval is 30 mn) a monthly graph (trend of the
last month, sampling interval is 2 hours) a yearly graph (trend of the last
year, sampling interval is 24 hours).

LoriotPro Extended Edition includes a Windows front-end trend graph
generator based on the famous program RRD Tool. Two Plug-in
modules are available, the RRD Collector module for data collection,
storage in RRD bases and their graphs display, the RRD Manager
module for handling advanced RRD bases operation and maintenance.
The graphs are fully configurable from a Windows graphical interface
and follow the evolution of one or more collected data. Collected data
can be SNMP objects, IP response time of one or several remote and
return values from the execution of LUA script.

Discover your network infrastructure

The primary function of the LoriotPro software is to build a directory of
your information system'’s resources. Gathering data about your system
is automated by means of a sophisticated discovery process with many
options for setting parameters that give the administrator a wide scope
of action. Discovery is based on IP protocols such as SNMP and ICMP
that provide an exhaustive enhancement of your directory. This
discovery can be launched from any node in your network, either local
or remote, and it extends in a concentric fashion from the node where it
is launched. The process can run in the background and notify you by
alarm of any new network resource or host that appears in your system.
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Since the Version 5, the discovery process has become an expert
system dedicated to the discovery of networks. He makes an
autonomous scanning of all available networks, discovers IP hosts, and
then analyzes these hosts to determine their functions (router, server,
stations, printer). The discovered hosts are added to the LoriotPro
directory with automatic monitoring configuration. In the Extended
Edition, LoriotPro is a true expert system based on strategies of
discovery. These can be applied individually for advanced systems
resource analysis. For example, by default a Windows operating system
will be analyzed in search of its characteristics, CPU, disks, memory,
and afterward monitoring functions will be automatically added to its
counterpart host directory object. The discovery strategies are based on
scripts LUA and can be easily extended by the operators to serve their
needs and fully adapted to the type of equipment to discover.

You can also use the IP address scanner for discovering active
elements. It is based on ICMP or SNMP protocol and is capable of
sweeping a zone of your network. The IP Scanner tool is able to discover
the server applications available (TCP port) on the discovered host.

In the Extended Edition, IP Scanner can use discovery strategies.
Strategies are a set of extensible modules (LUA script). With strategy it
is almost possible to do any types of discovering at any levels of the
application (depending on the snmp agent features).

Archive your data and analyze trends

LoriotPro interfaces with databases. The many data that you collect,
events, traffic volume, and operation statuses can thus be stored inside
a database for later processing. This storing capacity for which the only
limit is your database’s capacity allows you to analyze your flags or
indicators over the mid and long term (trends).

Don't drown in alarms

Managing alarms quickly becomes a nightmare when they invade your
administration console. You can often miss a critical alarm that is buried
under less important ones or even false alarms. To help you avoid
missing critical alarms because less important ones distract your
attention, LoriotPro possesses a conditional display system. Filtering
alarms by order of importance as well as actions to be triggered are
entirely configurable. You can apply one or more of a variety of actions,
such as sending an e-mail message, sounding a beep, launching a
program or an embedded LUA script, etc.

LoriotPro is able to receive Event/Message/Alarm of three different
types:

Events or LoriotPro events: These alarms are simply called Event and
are in a format proprietary to LoriotPro. Events are Local to LoriotPro
when they are generated by internal processes or plugin of LoriotPro.
Events are external when they are sent by other LoriotPro or third party
products. Event can also be generated by LUA script in the Extended
Edition of LoriotPro.

SNMP Trap: Traps are messages sent by SNMP agent of devices and
systems to inform a network administrator of a failure or a malfunction.
LoriotPro supports Traps V1, Informs V2c¢ or V3 (authenticated or not,
depending on the device profile). Incoming Traps can be filtered on
multiple conditions to trigger action or change the color of an Active
View object.

Syslog Messages: are formatted message sent by
Unix system, Network router and devices that are compliant to the
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Create and edit your management reports

Report creation in WEB format is directly accessible for any SNMP
request. Many pre-formatted reports are accessible from the WEB
server provided by LoriotPro. These allow you to create reports quickly
on the status of your information system’s resources using your favorite
Internet browser.

Manage remotely

LoriotPro runs in a Microsoft Windows environment. It is, however,
possible to have a remote console composed of a standard Internet
browser allowing you to display your directory and your graphic display
adaptors, to consult alarms or query your database. This operating
mode is native to LoriotPro and does not require setting up a dedicated
WEB server.

Quality of Service reports

LoriotPro is able to produce analysis reports on the quality of service
(QOS) of your information system. These reports show clearly how
good your system is on the criteria of availability and of performance.

The QOS reports use predefined Service Level Agreement. SLA defines
the engagements between a supplier and users and clearly defines the
quality of the services and expresses itself generally in percentages of
contractual objectives.

To evaluate the quality of services, LoriotPro performs measures at
regular intervals. The frequency of these measures and their success
rate will allow defining the rate of availability of the concerned service.
As well, the measures itself will provide a response time value of the
service and consequently the performance criterion.

LoriotPro can therefore very simply, evaluate the availability of an
application server for example, with the regular polling that it realizes by
default. In the classical operation of LoriotPro, the responses to the
polling (Ping or SNMP) are used for the real time supervision only. To
verify the quality and the SLA, the results of the polling will be stored in
files and treated afterward by the SLA Report Center plugin or by scripts
to establish the reports of QOS.
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Integrated development environment dedicated to
monitoring and auditing

LoriotPro Extended Edition can solve very complex problems of
network and system administration with the powerful and scalable
embedded scripting language LUA. With this unique solution, your
complete network architecture and the graphical environment LoriotPro
can be monitored and controlled by very suitable programs.

The development environment integrated with LoriotPro allows you to
quickly write powerful applications dedicated to the supervision and
resource auditing of your information system. Dozens of examples
ready for use are provided and you can automate tedious and recurring
administration tasks.

LoriotPro uses the fundamentals of the open source language LUA and
provides in additions dozens of functions dedicated to supervision and
monitoring by SNMP, mapping and symbolic representation by the
Active View and correlation of events and alarms.

Make the most of the toolbox

LoriotPro is also a fantastic toolbox that administrators as well as
developers can use in their daily tasks. Among the abundance of this
product’s offerings, many tools for handling Management Information
Bases (MIBs) greatly facilitate setting up and customizing administrative
tasks. Some examples are Common and Advanced Query for creating
requests about MIB objects, direct access to objects by means of the
MIB tree, the MIB compiler, the MIB Scripter for automating your
requests about objects, etc.

Diagnostic tools like PING, TraceRoute, Path Trace are also available
to help you to fast discover the reason of a failure, a performance
trouble and the location of the responsible device or host.
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LoriotPro monitors Ethernet switches running the Spanning Tree
protocol. This algorithm defined in the IEEE 802.1d, is used to
determine when multiple paths exist between two nodes which one
should be active and which one should be in standby. This is necessary
to avoid loop and broadcast packet storm.

Among LoriotPro tools, there is one that many administrators will
appreciate. What could be more difficult than discovering the capability
of hardware or a system to respond to questions about status? In
technical terms, how can you know which MIB objects are implemented
in an SNMP object? LoriotPro’'s SNMP Walker discovers them for you
automatically.

Create your own tools

LoriotPro is modular. These modules, called plug-ins, can be added to
LoriotPro for carrying out specific tasks. Many plug-ins are provided as
examples: a WEB service monitor, a collector of NetBIOS resources, an
e-mail message an e-mail message scheduler based on alarms, a
Cisco™ Netflow data collector, a TCP port-listening supervisor, etc. The
source code for all these programs is provided so that you can develop
your own plug-ins. A Wizard written with Visual C 6.0 from Microsoft™
facilitates the task by creating the skeletal structure of your applications.

LoriotPro Technical Specifications

Required Configuration

Processor: Intel Processor 2 Ghz or more

512 MB of memory, 2 GB recommended

100 GB hard disk

Operating System: Microsoft Windows XP PRO/VISTA.
Internet browsers Internet Explorer 7

Network Interface Ethernet 100Mbps/1Gb ps

LoriotPro Editions

Free Edition (Monitor 10 IP nodes)

Lite Edition (Monitor 100 IP nodes)

Standard Edition (Monitor an unlimited number of IP nodes)

Extended Edition (Include script development and support, QOS
reports, RRD graphs, etc.)
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